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NudopmanmonHasi namMsTKa AJs1 00y4arOWIUXCs sl pa3MellleHns Ha
opuumaabHbIX UHTEpPHET-pecypcax

C xaXJIbIM TOJIOM MOJIOZICKH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, A IIKOJIBHUKU OJJHA U3 CaMbIX
AaKTHBHBIX IT0JIb30BaTenel Pynera. Mexay TeM, TIOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, UHTEPHET HECET U MPOoOsIeMbl. DTa aMsATKa JOJDKHA TOMOYb Te0e

0€301acHO HaXOJUTHCS B CETH.

KoMIIbHOTEPHBIE BUPYCHI

KoMnbroTepHblii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MIPOrPAMM, OTINUYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CHOCOOHOCTH K pa3MHOKEeHMI0. B onosiHeHne K 3Tomy,
BUPYCHI MOT'YT OBPEUTH WM TOJTHOCTHIO YHUUTOXKUTH BCe (ailyibl U TaHHbIE,
MOJAKOHTPOJIbHBIE M0JIb30BATENI0, OT UMEHH KOTOPOTro Oblila 3amyllieHa 3apaxEéHHas mporpamma,
a TaKKe MOBPENUTh WIN Ja’Ke YHUUTOKUTh ONEPAllMOHHYIO CUCTEMY CO BCEeMH (ailiamu B
1enoM. B 6opIIMHCTBE CilydaeB pacpOCTPaHSIOTCS BUPYChI Yepe3 UHTEPHET.

MGTOHI)I 3allIUTHI OT BPCAOHOCHBIX ITPOI'PAMM.

1. Ucnionp3yi COBpEMEHHbBIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3IHBIN YPOBEHD 3AIUTHI
OT BPEJOHOCHBIX MPOTPaMM,;

2. IlocTrosiHHO ycTaHaBIMBai mautu (IU(poBbIe 3aIIaTKH, KOTOPhIE aBTOMAaTUUYECKH
YCTaHaBIIMBAIOTCA C LENbIO TOPA0TKH MPOrpaMMBbl) U Ipyrue 0OOHOBIIEHUS CBOEH OTepallMOHHOMN
cucteMbl. CkaunBail MX TOJIBKO ¢ o(unmanbHOro caita pazpadorunka OC. Ecnu cymectByer
PEXHUM aBTOMaTHYECKOTO OOHOBIJICHHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOEM KOMIIBKOTEPC IO IMTpaBaMU IOJIb30BAaTCIIA, a HC aAMUHUCTPATOPA. 9T0 HE
II0O3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCA HA TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcrionb3yit aHTUBUPYCHBIE IPOIPAMMHBIE TPOYKTHI H3BECTHBIX IPOU3BOAUTENCH, C
aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub PU3NYECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucrnonb3yil BHEIIHUE HOCUTENH HH(DOpPMAIINK, TaKue Kak (ielika, TUCK win (aiin u3
WHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX HICTOYHHKOB;

7. He oTkpbiBaii KoMIbIOTepHBIE (Daiiiibl, MOTydeHHBIC U3 HEHAAEKHBIX HICTOUHUKOB. J{axe Te
(aiinbl, KOTOpbIe MpUcIal TBOW 3HAKOMBIH. Jlydille yTo4HM y HETo, OTIPaBIIsI U OH Tebe uX.

Cetu WI-FI

Wi-Fi - 5T0 He Buj nepenaun TaHHBIX, HE TEXHOJOTHs, a BCEro JMinb Opena, mapka. Eme B 1991
roJly HUJepiaaHcKas KoMnanus 3apeructpuponaia openst «K WECA», uto 0603Haydano
cioBocouetanue « Wireless Fidelity», koTopblii mepeBoAUTCS Kak «OeCIpOBOIHAS TOUHOCTH.



Jlo Hamiero BpeMeHH JolLIa Apyras ab0peBuaTypa, KOTopas SBJISICTCS TAKOW jK€ TEXHOJIOTHEH.
Oro abbpeBuarypa «Wi-Fiy». Takoe Ha3BaHUe ObUIO TaHO ¢ HAMEKOM Ha CTaHJAPT BBICIINN
3ByKoBoO# TexHHKH Hi-Fi, uTO B mepeBo/ie 03Ha4YaeT «BbICOKAs TOYHOCTDHY.

Jla, 6ecrutaTHBI HHTEPHET-IOCTYII B Kae, OTENAX U a3pONopTax SIBJISAETCS OTIMIHOM
BO3MO’KHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOTHE 3KCIIepThI CYMTAIOT, YTO 00mmenoctynasie Wi-

Fi ceTu He saBastOTCs 0€30MaCHBIMHU.

CogeTbl 110 6€30IMaCHOCTH padoTe B 00MEen0CTYNHbIX ceTax Wi-fi:

1. He nepenasaii cBoro muunyro uHbopmalmio yepe3 oodmenocrynasie Wi-Fi cetu. Paboras B
HHX, KCJIATCIBbHO HC BBOAUTH ITAPOJIU A0CTYyIIA, JIOTUHBI U KAKMEC-TO HOMEPA,

2. Vcnionb3yit U 0OHOBIISAM aHTUBUPYCHBIE TPOrpaMMbl M OpaHaMayep. TeM caMbIM Thl
obe3omacuib ceds OT 3aKauKH BUPYCa Ha TBOE YCTPONCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkmtoun ¢pyHkimoo «OO0muit 1ocTyn K (aitiaMm 1 mpuHTEepam».
Jannas QyHKIHS 3aKphITa IO YMOJTYaHUIO, OJJTHAKO HEKOTOPHIE T0JIb30BATEIN AKTUBUPYIOT €€

U1t ynoOCTBa MCTOJIb30BaHUs B paboTe uin yuebe;

4. He ucnone3yit myonuunsiit WI-FI 15 nmepegaun TMUHBIX JaHHBIX, HAPUMED JUTs BBIXOA B
COIIMAJIBHBIE CETH WJIU B DJIEKTPOHHYIO TIOYTY;

5. Nnmonw3yit Tonpko 3amuiennoe coennuenne uepe3 HTTPS, a ue HTTP, 1.e. mpu mabope BeO-
aapeca BBoAW UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun pynknuro «lloaxmodenne k Wi-Fi aBromatnueckn». He
JOTTyCKail aBTOMaTHYECKOTO TOAKITFOYCHHS YCTPOocTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

CoumaibHbIC CETH

COI_[I/IaJ'IBHBIe CCTHU AaKTUBHO BXOIT B HAITY ’KHU3Hb, MHOT'HC JIFOIU pa60TaIOT H )XUBYT TaM
IIOCTOAAHHO, a4 B Facebook YKE 3apCTUCTPUPOBAH MUJITIUAPA YEJIOBEK, YTO ABJIACTCA OI[HOI‘/'I
CGHBMOﬁ BCEX JKUTEJEH IaHeThl. MHOTHE I0JIb30BaTEeIN HE IIOHUMAIOT, 4TO I/IH(bOpMaI_[I/IH,
PasMCIICHHAA UMHU B CONUAJIbHBIX CCTAX, MOKET OBITH HaI>'I,I[€Ha H UCIIOJIb30BaHa KEM YIroJIHO, B
TOM 4YHCJIE HE 00513aTEIBHO ¢ OJaruMu HaMCpPCHUAMMU.

OCHOBHBIE COBETHI 110 OE30ITACHOCTHA B COLUAIBHBIX CETIX:

1. Orpannyb cucok Apy3eil. Y Teds B Ipy3baX HE JOJDKHO OBITh Cy4alHbBIX U HE3HAKOMBIX
JIIOCH;

2. 3anmmail cBOI0 YacTHYIO >kM3Hb. He yka3biBail maposu, TenedoHsl, afpeca, aTy TBOETO
POKACHUSA U JPYTYIO JUUHYI0 HHPOPMAIHIO. 3T0YMBIIIJICHHUKNA MOTYT HCIIOJIb30BaTh JjaKe
MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE MPOBECTU KAHUKYIIbI;

3. 3am1/1ma171 CBOIO pCIIyTallUIO - ACPIKHU €€ B UUCTOTC U 3aJ1aBait cebe BOIIPOC: XOTCII OBl ThI,
YTOOBI APYrue moJib30BaTCiiv BUACIIN, YTO ThI 3arpy>1<aen11>? HOI[yMaI\/'I, MMpeKAC YCM YUTO-TO
OHY6J'II/IKOB8.TB, HAaIucaTb U 3arpy3uTh,

4. Ecimm ThI roBopuiib C JIFOAbMHU, KOTOPLIX HEC 3HACIb, HE HCHOJ’IBSYﬁ CBOC PCAJIbBHOC UMS U
APYTYIO JIMYHYIO I/IH(I)OpMaI_II/II/II HUMs1, MECTO JKHUTCJIILCTBA, MCCTO y‘{e6LI " Ipouce;



5. N36eraii pazmemenus gotorpaduii B UuTepHere, rae Thl H300paKeH Ha MECTHOCTH, IO
KOTOPOI MOXHO ONPEIEIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu peructparu B COIMAILHON CETH HEOOXOAMMO MCIOIB30BAThH CIOXKHBIC TTAPOJIH,
cocTosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. JAnst conmanbHOM CeTH, MOUTHl ¥ IPYTUX CAUTOB HEOOXOJMMO HCIIOJIb30BATh Pa3HbIE MTAPOJIH.
Torna ecnu Te0st B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MTOJTy4aT JOCTYI TOJBKO K OJTHOMY MECTY, a

HE BO BCE Cpasy.

IEKTPOHHBIE ICHBI'H

DNEeKTPOHHBIE IEHBI'U — 3TO OUEHb YJOOHBIN cr1oco0 IuIaTexei, 0J/HaKoO CYIIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT HNOJIYYUTH O3TU ACHBI'U.

SJIGKTpOHHBIC JCHBI'N ITOABHUIIMCH COBCEM HEAABHO 1 UMCHHO HM3-3a 3TOI'O BO MHOTHX
rocyaapCrBax 10 CHUX IIOp HE MPOIMHUCAHO ITPO HUX B 3aKOHAX.

B Poccun sxe oHM QyHKIIMOHUPYIOT U O HUX YK€ MPOTIKMCAHO B 3aKOHE, /1€ UX pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HHIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi MPOBOIUTH ONepanuy 6e3 uieHTU(UKALUY [0JIb30BaTeNs, a B
HEAaHOHMMHBIX WACHTU(DUKAIINY TT0Ib30BATENs SBISIETCS 0053aTENbHOM.

Taroke criegyer pa3nvarh EKTPOHHBIE (PHAaTHBIC IEHBIH (PaBHBI TOCYAaPCTBEHHBIM BaJTIOTaM)
1 DJICKTPOHHBIC He(praTHBIE JCHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE€ COBETHI IO 0€30MacHOM paboTe ¢ PICKTPOHHBIMH ACHLIAMU:

1. IlpuBsiku K cyeTy MOOMIIbHBIN TenePOH. DTO caMbIil yIOOHBIN U OBICTPHIN CIIOCO0
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsizaHHbIN TenePOH MOMOXKET, €Cli 3a0yIelTb CBOU
IJIATEeKHBIN MapoJib WK 3aielIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit onHopaszoBbie napou. [locie nepexosa Ha YCUIICHHYIO aBTOPU3ALIMIO TeOe YKe
He OyZeT yrpoaTh ONMAaCHOCTb KpaXKH WIIM IepexBaTa IJIaTeKHOTO MapoJis;

3. Boibepu cnoxxnblit mapoiib. [Ipectynnukam OyneT He MPOCTO YraaaTh CIO0KHBINA Tapoib.
Hagexxuble maposiu — 3T0 nmapoJid, KOTOpbIE COJEpKaT HE MeHee § 3HAKOB M BKJIIOUYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, HUGPHI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAaK J0JUIapa,

¢dbyHTa, BOCKIMIATeNbHBIN 3HaK U T.I. Hampumep, StROng!;;

4. He BBOJM CBOHM JIMYHBIC JAaHHBIC HA CaﬁTaX, KOTOPbIM HC JOBCPACIID.

DEeKTPOHHAI OYTa

ONEeKTpOHHAs I0YTa — 3TO TEXHOJIOTHUS U NMPEAOCTABIIEMBIE €10 YCIIYTH 10 IEPECBUIKE U
MOJTyYEHHUIO HIIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACHPEEISIOTCS B KOMITBIOTEPHON CETH.
OOBIYHO 3EKTPOHHBIN MOYTOBBIN SAIMUK BBITJISAIUT CIEIYIOLUIMM 00pa3oM:
UMS_TI0JIb30BaTeNsA(@UMsL_JoMeHa. Tarxke KpoMe repeiaun IpoCcToro TeKCTa, UMeeTcs
BO3MO’KHOCTb IlepesiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 OE30TTACHON PADOTE € IIEKTPOHHOU IMOUYTOM




1. Hayo BbIOpaTh NMpaBUIIBHBIIN MMOYTOBBII cepBHUC. B HHTEpHETE €CTh OTPOMHBII BEIOOD
OeCIuUIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE TOBEPATH TEM, KOT'0 3HACHIb U KTO MEPBHI B
pEeUTHUHrE;

2. He yka3piBaii B TMuHOM nouTe Tn4yHyro nHopmaruio. Hampumep, syuiie BeIOpath
«MY3BIKaTBbHBIN _(haHaT@» mimm «pok2013» BmMecTo «remal3»;

3. Ucnonb3yil ABYX3TallHYIO aBTOPU3ALMIO. DTO KOTAa IOMUMO MapoJisi HY’)KHO BBOAUTH KOJ,
npucbiIaeMbiid 1o SMS;

4. BoiOepu c0KHBINA TTapoIib. I Ka)X0T0 IOYTOBOTO SIITUKA JOJDKEH OBITh CBOM HAICKHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTh BO3MOKHOCTB HalMcaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ITY
BO3MOKHOCTb;

6. Ucrnonib3yil HECKOJIBKO TIOYTOBBIX SIIIMKOB. [1epBbIil 1711 YaCTHOM MEPENUCKU C ajipecaTaMy,
KOTOPBIM ThI IOBEPSCIIb. ITO JIEKTPOHHBIN aIpec HE HAJ0 MCIIOJIB30BATh IIPU PETUCTPALIMHN HA

dbopymax u caiftax;

7. He oTkpeiBail (haitsiel v Ipyrue BIOKEHUS B IMChMaXx JIa)Ke €CJTM OHU TPHIILTH OT TBOUX
npysei. Jlydie yrouyHu y HUX, OTIIPABIISUTN JTM OHU TeOe AT (aiibl;

8. [Tocne okoHuaHus pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKJIAJKU C CAUTOM HE
3a0yap HaXKaTh HA «BBIATHY.

KubepOyaauHr WM BUPTYAJILHOE U3JIEBATSILCTBO

KubepOynnuHr — mpeciieoBaHne COOOIEHUSIMHU, COIEPKAIMMHI OCKOPOJICHUS, arpecCcHio,
3aIlyTUBaHKE; XYJIUTAHCTBO; COIIMATIbHOE OOMKOTUPOBAHHE C IIOMOIIBIO Pa3IMYHBIX HHTEPHET-
CEpPBHUCOB.

OCHOBHBIE COBETHI 110 OOPHOE ¢ KHOEPOYIIIIMHTOM:

1. He Gpocaiics B 601. JIyqmunii croco0: MOCOBETOBAThCS Kak ce0s1 BECTH M, €CJIM HET TOT0, K
KOMY MOYHO 00OpaTHThCs, TO BHaYalIe YCIIOKOUTHCA. Eciin Thl HAaUHEITh OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJILKO €Ile OOJIbIIe Pa30XIKellb KOH(DIUKT;

2. Ympasisiii cBoelt kubeppernyranuei;

3. AHOHMMHOCTB B CETH MHHMa. CYH_[CCTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOUT 3a aHOHHMMHBIM
AKKaYHTOM;

4. He crout BecTH XyIUTraHCKui o0Opa3 BUPTyalibHOM kU3HU. IHTEepHET (pUKCUpyeT Bce TBOU
JEUCTBUS M COXpaHSAET UX. Y AAIUTh UX OyleT KpaliHe 3aTpyIHUTEIbHO;

5. CoGumrofiaii cBO#l BUPTYalbHYIO YECTh CMOJIOY;

6. Urnopupyii eanHu4HbIN HeratuB. OTHOpPa30Bble OCKOPOUTENIbHBIE COOOLICHHS JTyYlle
UTHOpUpOBaTh. OOBIYHO arpeccHst MPeKpallaeTcs Ha HauyalbHOM CTauy;



7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMU, B COIIMATBHBIX CETIX
€CTh BO3MOYKHOCTh OJIOKMPOBKH OTIIPABKHM COOOILIEHHI C OTIPE/ICIEHHBIX apeCcOB;

8. Eciu TbI cBUAETENL KNOEPOYIIIMHTa. TBOM AEUCTBUSA: BHICTYIIUTh IPOTUB IIPECIIEI0BATENS,
[I0KA3aTh €MY, YTO €T0 JACUCTBUS OLICHUBAIOTCS HETaTUBHO, IOAJIEPKATh )KEPTBY, KOTOPOH
HYXXHA IICUXO0JIOTUYECKAask MOMOIIb, COOOIIUTE B3POCIBIM O (paKkTe arpecCUBHOTO MOBECHUS B
CETH.

MoOubHBIN TenedhOoH

CoBpemeHHble cMapT(HOHBI U MJIAHIIETHI COJEPKaT B ce0e BIOJIHE B3POCIbIN (PyHKIIMOHAT, 1
Terepb OHU MOTYT KOHKYpUPOBATh CO CTallMOHAPHBIMU KoMIlbloTepaMu. O/1HaKO, CPE/CTB
3alUTHI JUIA TOJAOOHBIX YCTPOICTB MOKA OUY€Hb Maslo. TecTUpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX MIPOUCXOJUT HE TaK NHTEHCUBHO, Kak Juis 11K, To jxe camoe kacaeTrcst U MOOUIIbHBIX
MIPUIIOKEHHMN.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTHUECKH JOTHAIN HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmupenue GyHKIIMOHAIA BJIEUET 32 CO00M OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKHE
YSA3BUMOCTH IS CBOUX YCTPOMCTB.

OcHOBHEBIE€ COBETHI Is1 0€301aCHOCTH MOOMJILHOTO Teﬂed)OHal

1. Hudero He siBsieTCst IO-HACTOAIIEMY OecIiaTHBIM. byib ocTopokeH, Beab Koraa Tede
npeaiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO IJIATHBIC YCIIYTH;

2. Jlymaii, mpexie 4em otrpaButh SMS, ¢oTo mnm Buaeo. Thl TOYHO 3HACIIB, T/Ie OHU OYyIyT B
KOHEYHOM uTore?

3. Heo0xoumo 0GHOBIISATH ONIEPAllMOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vcrionb3yit aHTUBUPYCHBIE IPOIPAMMBI JIJIsl MOOUITBHBIX TeNe()OHOB;

5. He 3arpy>1<a171 IMPUITOKCHHUA OT HEU3BECTHOT'O HCTOYHHKA, BEIb OHU MOTYT COACPIKATH
Bp€AOHOCHOC ITPOTPaMMHOC 06ecnequHe;

6. [Tocne TOro KaK Thl BBIMJEUIB C CaiiTa, Iie BBOMI JMYHYIO HH()OPMAIINIO, 3ali/J1 B HACTPOUKU
Opaysepa u ynanu cookies;

7. HepI/IOI[I/I‘ICCKI/I HpOBepHﬁ KaKHC IVIATHBIC YCIIYT'M aKTUBHUPOBAHbBI HA TBOEM HOMEPC,

8. JlaBaii cBOif HOMep MOOHIILHOTO TeNe(OHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIH U KOMY
JOBEpsiElIb;

9. Bluetooth nomken ObITH BBIKIIIOUEH, KOTJa Tl UM HE TIONb3yenibes. He 3a0biBail nHor 12
MIPOBEPSTH ITO.

Online urpsr

COBpeMCHHBIe OHHaﬁH-HTpLI - 9TO KpaCOYHBIC, 3aXBATHIBAIOIIUC PA3BJICUCHUS, O6’B€I[I/IHHIOH_[I/IG
COTHH TBICAY YCIJIOBCK 11O BCEMY MHUDPY. I/IFpOKI/I HCCICAYIOT JIaHHBIN UM MUp, O6I.I.IaIOTCH Apyr C



APYTOM, BBIIIOJHAKOT 3aaHusd, CPAKAOTCA C MOHCTPAaMU U MOJIY4arOT OIIBIT. 3a YAOBOJILCTBUC
OHHU IUIATAT: MMOKYIAOT JUCK, OIIIAYUBAIOT a0OHEMEHT WJIN HpI/IO6peTaIOT KaKuec-TO OIIIIHH.

Bce a3t CpeacTBa UAYT HA NOAACPKAHNUC U PA3BUTUC UI'PBI, 4 TAKIKC HA CaMy 0e30I1aCHOCTb:
COBCPHICHCTBYIOTCA CUCTEMbBI ABTOPHU3allMH, BBIITYCKAOTCA HOBBIC ITaTYU (I_II/I(prBbIC 3alyiaTKu

JUTSI TIPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX HUIrpax CTOUT OIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXHU TBOCTO
mapoJisi, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOPHU3aAlIUN OOJIBIIMHCTBA urp.

OCHOBHEBIE€ COBETHI IO 0€30MaCHOCTH TBOSTO MI'POBOr0 aKKAYHTA!

1. Ecu npyroit urpok Bezet ceds MIoXo Wi co3aeT Tede HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CIIHCKE UTPOKOB;

2. Tloxanyiics aqMUHHCTpATOpaM Urpbl Ha MJI0OXOE MOBEJEHHUE 3TOTO UTPOKa, KEJIaTeIbHO
MPUJIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3sbiBaii muuHyto uHGopMaluio B mpodaiine urpsl;
4. YBaxal Ipyrux y4aCTHHUKOB IO UIDE;

5. He ycranaBnuBaii HeounaabHbIE TATYA U MOJIBI;

6. Mcronb3yi CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIt0YaTh aHTUBUPYC. [I0Ka ThI Urpaenib, TBOM KOMIBIOTEP
MOTYT 3apa3HTh.

DUIIMHT WK KpaXka JIMYHBIX JIJAHHBIX

OOBIYHO Kpameﬁ JACHET U JOKYMEHTOB CCTOJHSA YK€ HUKOI'O HE YIUBUIIBL, HO C pa3BUTHEM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBINIJICHHUKH IIEPEMECTUIIUCh B UHTCPHET, U IIPOJOJDKAIOT
3aHUMAThCS «JTFOOMMBIMY JCIIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHHYESCTBA WK (DUILIKHT, TJIaBHAsI LIEJIb KOTOPOTO
COCTOMT B MOJIYYCHHH KOH(QUJICHIIMAIBHBIX TAaHHBIX M0JIb30BaTElIC — JIOTHHOB U mapoJeit. Ha
aHrnuiickoMm s3eike phishing ynrtaercs kak ¢ummusr (ot fishing — priOnas noBms, password —
1apoJib).

OCHOBHBIE COBETHI 110 00PHOE ¢ HUITUHTOM:

1. CJ'ICI[I/I 34 CBOUM aKKayHTOM. Ecnu 1o moao3peBaciib, YTO TBOS aHKCTA ObLIa B3JI0OMaHa, TO
HeO6XO,Z[I/IMO 33.6JIOKI/Ip0BaTB ccnu COO6H_[I/ITL AIMUHUCTpATOpaM peCypca 00 3TOM KaK MOKHO
CKOpEE;

2. I/ICHOJ'II)?»yﬁ Oe3oImacHbIe Be6'CaI>’ITLI, B TOM YHCJIC, HHTCPHECT-MAra3nHoOB 1 ITIOMCKOBLIX CUCTEM;

3. HCHOJ’IB3yﬁ CJIOJKHBIC U PA3HBIC MTApOJIn. Takum o6pa30M, ecau Teos B3JIOMAaroT, TO
3JIOYMBIIIJICHHUKHA NIOJIY4YaT JOCTYII TOJIBKO K OJTHOMY TBOECMY HpO(I)I/IJ'IIO B CCTH, 4 HC KO BCCM;



4. Ecin Te0s1 B3110Mali, TO HEOOX0AMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
no0aBJeHBI y TEOS B IPY3bsIX, O TOM, YTO TeOS B3JIOMAIU M, BO3MOKHO, OT TBOETO HMEHHU OY/IeT
pacchlUIaThCs CIIaM M CCHIJIKU Ha (PUIIMHTOBBIC CAMTHI;

5. YcranoBu HagexHbIH napois (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKJII0YM COXpaHEHHE MapoJis B Opaysepe;

7. He oTkpeiBaii (paitsiel v Ipyrue BIOKEHUS B TUChMaX J1a)K€ €CJIM OHHM TPHIILIUA OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe ITH (PaiiibL.

Iudpoas penyranus

[udposas penyranus - 3T0 HETaTUBHAS WK NO3UTHBHAS MHPOpPMAIHS B CETH O TeOe.
Kommnpomerupyromast uHpopmaius pa3MelleHHasi B UHTEPHETE MOXKET CEphe3HbIM 00pa3oM
OTpa3UThCA Ha TBOEH peanbHOU *ku3HU. «[{udposas penyranus» - 3To TBOM UMUK,
KOTOPBIN Gpopmupyercs u3 uHGopmaruu o Tede B UHTEpHETE.

TBoe MecTo KuTeNnbCTBa, yueObl, TBOE (PMHAHCOBOE MOJIOXKEHUE, 0COOEHHOCTH XapaKTepa 1
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue nopocTKH JETKOMBICIEHHO OTHOCSATCS K MyOJUKALUU JTUYHON HHPOpMAIIH B
I/IHTepHeTe, HEC ITOHNUMAas1 BO3MOXXHBIX HOCHG}ICTBI/Iﬁ. TrI JJaXX€ HE CMOXKCIIb 10ragaTtbCsa O TOM,
yto poTorpadus, pazmerieHHas S JIeT Ha3a/l, CTajxa MPUYNHOM O0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapum, paszmenienue TBoux ¢oTtorpaduii u Apyrue IeHCTBHUS MOTYT HE HCUE3HYTh JIaXkKe
MIOCJIE TOTO, KaK Thl UX yJalullb. Thl HE 3HACIIb, KTO COXPAHMII ATY HHPOpPMAIUIO, TIoTaja JIu
OHa B MTOMCKOBBIE CUCTEMBI U COXPAHUIIACh JIU OHA, a TJIABHOE: YTO MOAYMAIOT O

TeOe OKPYXKAIOIIEee JIF0IA, KOTOPhIe HAUAYT U YBUAAT 3T0. HaliTn nH(OopMaIuio MHOTO JIeT
CITCTSI CMOKET JIF00O0H - KaK U3 A0OpBIX NOOYXKIEHHH, TaK U C HAMEPEHUEM PUYUHUTD Bpe.
3T0 MOXET OBITh KTO YT'OJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HHd)DOBOﬁ PCIIyTalMm:

1. [Togymaii, mpex e 4yem 4To-To MyOIMKOBATh U MepeiaBaTh y ceds B 6JI0Te WM B COIIMAIBHOMN
ceTu;

2. B nactpoiikax npo¢uisi yCTAaHOBH OTpaHUYEHHUS Ha TIPOCMOTP TBOETO MPOoQuis u ero
COJICP’KUMOTO, CIIENail €ro TOJIBKO «IUIS IPY3eh»;

3. He pa3merniaii u He yka3piBail HH)OPMAIHIO, KOTOPAst MOYKET KOT0-T100 OCKOPOJISATH HITH
00MXKaTh.

ABTOPCKOE IIPABO

COBpeMeHHHe MIKOJBbHUKHW- aKTHUBHBIC IIOJIb30BATCIIN HH(prBOFO MMPOCTPAHCTBA. O,Z[HaKO
JaJICKO HC BCC 3HAIOT, YTO IIOJIb30BAHHEC MHOTHUMH BO3MOXXHOCTAMHU I_[I/I(l)pOBOFO MHUpa Tpe6yeT
CO6J'IIO,Z[CHI/I$I IIpaB Ha UHTCJUICKTYAJIbHYIO COOCTBEHHOCTb.

TepMI/IH CHUHTCJIICKTYaJIbHAA COOCTBEHHOCTB)» OTHOCHUTCS K Pa3JIMIHBIM TBOPCHHUAM
YCJIOBCUCCKOI'0 yMad, Ha4MHasA C HOBBIX I/1306peTeHI/II71 M 3HAKOB, 0603Ha‘{aIOH_II/IX COOCTBEHHOCTh



Ha MPOJYKTHI U YCIYTHU , ¥ 3aKaHYUBAsi KHUTaMH, GoTorpadusiMu, KHHOPHUIbMaMH
Y MY3bIKQJIbHBIMU TIPOU3BEACHUSMH.

ABTOpCKHE ITpaBa - 3TO [IpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAYKH,
JUTEPaTyphl U UCKycCTBA. ABTOPCKHUE MpaBa BBICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEIUICKTYaJIbHBIN/TBOPUYECKUH TPy aBTOpa HE Oy/eT HAIPacHbBIM, JacT eMy

CIIpaBeUINBBIE BOZMOXKHOCTH 3apab0TaTh HA PE3yIbTaTax CBOETO TPYAA, OJYIUTh U3BECTHOCTh
u npusHanue. Hukro 0e3 pa3pelieHus aBTopa HeE MOXKET BOCIIPOU3BOIUTE €0 MPOU3BEACHUE,
pacnpocTpaHATh, MyOJINYHOIEMOHCTPUPOBATH, IPOJIaBaTh, UMIIOPTUPOBATh, ITyCKaTh B

MIPOKAT, MMyOJIMYHO UCTIOHATH, MOKA3bIBATh/UCIIONHATE B dupe uin pasmemars B MIHTepHeTE.

Hcnonp3oBaHne «MPaTCKOr0» MPOrpaMMHOT0 00eCTIE€YeH ] MOYKET IPUBECTH K MHOTUM
pHUCKaM: OT MOTEPHU AAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKU TBOETO YCTPOICTBA, I/e
YCTaHOBJIEHHBIN He JierajibHas mporpamMmMa. He crout takke 3a0bIBaTh, 4TO CYIIECTBYET
JerajgpHble U OecIIaTHbIE IPOTPAMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBU4OK.p( - TBOM TJIABHBINA COBETYUK B CETU. 3/1€Ch Thl MOXKEIIIb Y3HATh O 0€30MaCHOCTH B
CETHU MOHATHBIM U JOCTYIHBIM SI3bIKOM, & TP BO3HUKHOBEHUU KPUTHYECKON CUTYallUH
00paTUTHCS 32 COBETOM. A Tak)Ke NMPUHATH y4aCTHE B KOHKYPCaX U CTaTh CaMbIM

U(PPOBBIM TPpaKIAHUHOM !
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